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I. INTRODUCTION

In recent decades, facets of the economy, society, and culture have changed notably due
to the rapid pace of innovation in technology. These social practices play a pivotal role in
contemporary society and the everyday lives of individuals. With the development of new
technology, how individuals connect and have autonomy over their privacy has also changed.
Traditionally, the outcome of progress is recognized as positive and helpful to societal growth.
The explosive growth of the Internet, however, has created controversy among some, as the
positive nature of its progress is questioned because of the potential threats to privacy that it can
create. While technological innovation is important for promoting long-term economic growth
and enhancing citizens’ overall quality of life, it can have both positive and negative impacts on
social practices, raising ethical concerns about one's right to privacy.

In this paper, the models by which two opposing positions present views on the value of
privacy and control and exertion of influence over personal data are explained. Position A argues
that the (non-economic) value of privacy outweighs the (economic) value of data collection. In
this view, the tradeoff of privacy for economic gain and enhanced features is too large. Position
A uses a conceptual model to argue the view that too much information is gathered by private
companies. As an adjunct to articulate the tradeoffs that the model conveys, Position A uses the
case study of ‘Jane’. Position B proposes a contrary view, defending that the (economic) value of
data collection outweighs the (non-economic) value of privacy. This position uses the minimalist
model of privacy calculus to illustrate that the tradeoffs of privacy are minimal to the
socioeconomic benefits that data collection provides. The collection of data benefits the producer
economically, at the cost of some privacy intrusion, providing users with the convenience of

personalized recommendations based on their history or collected data habits. Position B values
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these benefits offered with companies collecting data over their assumed minimal cost of privacy
intrusion. Much of the discussion surrounding individuals' desire to maintain influence over their
personal data references privacy, trade-offs, and models. By assessing the two positions on this

debate, a consensus regarding policymaking can better be achieved.

II. PRIVACY

Privacy can be evaluated from a variety of viewpoints making it a complex value
embedded with a variety of complex social practices. Supportive of Position A, Kamleitner and
Mitchell claim it is an indisputable fact that privacy is not only personal but interdependent.’
People are intertwined socially and bond amongst each other through the sharing of information.
Because of this, individuals holding information about someone can compromise another’s
privacy by passing on personal information that may not have volunteered themselves. This
feature makes privacy a ‘multi-actor phenomenon’. While the value of privacy varies amongst
individuals, Position B suggests that absolute privacy is unattainable. Individuals make choices
in which they surrender a certain degree of privacy in exchange for outcomes that are perceived
to be worthwhile the risk of information disclosure.” This is the privacy calculus model which
Position B uses to support the view that the (economic) value of data collection outweighs the
(non-economic) value of privacy. The fact that privacy is a widely converted value in American
society reflects the importance of individualism in the country’s philosophical foundations.?
Position A understands privacy to be interdependent, while Position B understands absolute
privacy to be unattainable. Defining privacy is relevant in understanding the models which each

position uses to support its view.

! Kamleitner, Bernadette, and Vince Mitchell. “Your Data Is My Data”
2 Dinev, Tamara, and Paul Hart. “An Extended Privacy Calculus Model for E-Commerce Transactions.” p.61
* Cheng, Cliff. “The Academy of Management Executive”
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III. MODELING TRADEOFFS

Through the installation of applications, privacy trade-offs can arise where one person’s
privacy is unknowingly compromised while another has consented to the data collection
agreements. Users of applications are presented with decisions to either provide access to their
data in order to benefit from the technology or not to reveal any information thus avoiding the
risk of data mishandling and violation of their privacy. The collection of data benefits the
producer economically, at the cost of some privacy intrusion, providing users with the
convenience of personalized recommendations based on their history or collected data habits.
Position A would trade-off fewer features that are provided with data collection ( personalized
data that enable companies to personalize services and messages) for more privacy and security
over their personal information. For Position B, the socio-economic benefits of data collection to
producers and consumers outweigh the cost of some privacy intrusion. Position B values the
benefits offered by companies collecting data and uses their model to show that the assumed
smaller cost of privacy intrusion does not outweigh the benefits that are provided by providing
data. Individuals must weigh the benefits from their internet usage and data agreements with the
risks associated with a potential privacy violation. As a result of these decisions, the trade of
personal data is fueled, meaning that the secure handling of user data can not be guaranteed.
Tradeoffs are not only prevalent in modernity but proliferate as new technologies and
conceptions of privacy create manners in which privacy may be violated.” This makes the
discussion of these tradeoffs increasingly relevant.

In Positions A and B, models are used to represent privacy tradeoffs. Both models are
compatible with the aim of realism, and through their use, examples are set for the purpose of a

view on privacy/data-collection tradeoffs. These models elaborate and use concepts in ways that

4 Pozen, David E. “Privacy-Privacy Tradeoffs.” p.224
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promote coherent understanding for their respective position. Position A uses a representational
model to frame the notion that the increasing prevalence of data gathering poses a great concern
for the public.’ Position B uses a social choice model of privacy calculus to support its original
position. The model is used to probe and induce coherence among the various components by
introducing that much of individuals’ perceived risk is based on privacy control, trust, and
privacy concerns. This leads to the conception of how much information individuals should share
online. Position B believes that securing privacy on one margin can affect privacy on another
margin.® Models play the role of analogizing subjects to criticize and justify a phenomenon and
are composed of a structure and an interpretation of that structure.” Position A uses its model to
show that with current data-collection practices privacy is under attack more than ever, while
Position B uses the privacy calculus model to show the interpretation that privacy is often
privileged over the common good.
POSITION A MODELED

Proponents of Position A believe that companies should be more transparent to the public
with their data collection, retention, and management practices. Position A takes the view that
current data protection efforts fall short in preventing interdependent privacy breaches. This view
understands the issue of how much control individuals should have over their data as one where
private data is an integral part of governance needed to address privacy policies. Position A aims
to be proactive in policy to protect consumers in the future, rather than reactive to sudden
changes and threats to individuals’ right to personal privacy. In this view, as the commercial use

of personal data becomes a growing aspect of business modeling in firms, the need to address

S UNCTAD “The Impact of Rapid Technological Change on Sustainable Development.”
6 Pozen, David E. “Privacy-Privacy Tradeoffs.” p.224
" Weisberg, “The Anatomy of Models”, p.1
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privacy policies becomes more important.® Using a three-step model of first identifying the
phenomenon of a problem (P), explaining insights from the problem (I), and suggesting solutions
to reduce failures (S), Kamleitner and Bernadette identify support for Position A. Figure A is a
representational model that can be applied to Position A to frame the notion that the increasing
prevalence of data gathering poses a great concern for the public. The figure illustrates situations
regarding infringement. A situation qualifies as an infringement when the others have not
consented to recipients receiving their goods.’ Because the goods are transferred through the
sharer, the sharer is key to whether the data transfer happens at all, and whether the others have
the opportunity to consent. Kamleitner and Mitchell’s model supports the (non-economic) value

of privacy over the value of data collection through services.

PROBLEM INSIGHTS SOLUTIONS
Interdependent Privacy Steps Sharers Need Interventions to Reduce
Protection Failure to Take 3R Failures

PHENOMENON:
Consumers share
others' data with

third parties.

R1: Realize E1: Ensure
data transfer realization

R2: Recognize E2: Encourage
others' rights recognition

R3: Respect E3: Educate
others’ rights respect

EXAMPLE:
Jane (sharer)
downloads an app

and lets it access E4: ErT;bralce
all contacts radical
alternatives

Figure A: Problem’s, Insights, Solutions of IPPR"
Reflective of Position A, Kamleitner and Mitchell introduce the case of Jane to illustrate
the problem of interdependent privacy protection failure. Jane represents any consumer who

wants to download an app that requests access to data that may concern others. Jane wants to

8 Chen, Wenhong, et al. “Privacy and Data Management: The User and Producer Perspectives.”
® Kamleitner, Bernadette, and Vince Mitchell. “Your Data Is My Data” p. 433
10 Kamleitner, Bernadette, and Vince Mitchell. “Your Data Is My Data” p. 433
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download a weather app. When she installs the app she is granted the app’s promised services,
but also agrees to its request to access all her contacts as part of the download. With this, Jane
agrees to share the personal data of people other than herself."" Through this example,
Kamleitner and Mitchell explain that ‘sharers’, like Jane, need to take steps of realizing the data
transfer, recognizing others’ rights, and respecting others’ rights. Jane’s sole gain was eased
access to information about the weather. Because of this, it is unlikely that Jane infringed on her
contacts’ personal data because of the benefits of infringement, highlighting that the benefits of
data collection should not outweigh the value of privacy.

Kamleitner and Mitchell’s model identifies Jane’s decision with features of the world,
connecting it to the real world Cambridge Analytica case where a company received the personal
information of more than 71 million people from only 270,000 consumers who installed its
app-based quiz on Facebook. The Cambridge Analytica scandal and its aftermath focused
attention on privacy issues and data management practices at major private companies like
Facebook, Google, and Twitter.'*> Kamleitner and Mitchell’s Jane model and the Cambridge
Analytica case stress the effects of lack of transparency, accountability, and regulatory
frameworks in increasing privacy concerns. Both models suggest Position A, that current data
protection efforts fall short. In this view, increases in privacy concerns can be representative of a
need to regulate policies further.'

Kamleitner and Mitchell use the conceptual model of Jane, to represent the oblivious
sharing of other people's personal data for the purpose of illustrating interdependent privacy
protection failure. This case is idealized for simplicity realistic representational tool used to help

explain why consumers may fail to protect others’ personal data, making broader statements on

" Kamleitner, Bernadette, and Vince Mitchell. “Your Data Is My Data” p. 438
12 Kamleitner, Bernadette, and Vince Mitchell. “Your Data Is My Data” p. 433
'3 Chen, Wenhong, et al. “Privacy and Data Management: The User and Producer Perspectives.”
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why interdependent privacy protection often fails. Kamleitner and Mitchell’s three-step model
and ‘Jane’ adjunct aim at the theoretical virtue of simplicity by maintaining a match between the
behavior of the target system and the dynamics of the model. Kamleitner and Mitchell’s
reflection on phenomenon, insight, and solutions in the model argues that it is complete and
relevant in all situations which involve addressing concerns to privacy. The simplicity
representational ideal of the model allows it to be a model of interest that can be relevantly
applied when describing various phenomena regarding how problems of privacy concerns should
be approached. Without Kamleitner and Bernadette’s model having the aim of simplicity these
applications would not be as relevant.

Since the model used by Kamleitner and Mitchell is less theoretical and resembles reality
more closely, foreseeing potential objections to the model can be challenging. The suggestion
made by the model and view of enacting stricter regulation in terms of data protection guidelines
can be objected to by Position B. In this objection, Position B argues that companies may have
difficulties and ultimately may be forced out of business if they face strict requirements. If a
business’s model is based on the sale of personal data gathered from customers, who in exchange
receive cheap or free goods or services, that business model will be compromised and services
will consequently be reduced if data-protection regulations prohibit personal data from being
processed and passed on in any form. The same is true if legal regulations require anonymization
of data which makes them less valuable for the mining of commercially pertinent information.
Furthermore, acquiring privacy-enhancing technologies can be an expensive investment for
private companies. If data protection restrictions are imposed only on some companies by
national legislation, they may face a distinct disadvantage compared to their competitors who are

not subject to these restrictions.'* Several factors may make the provision of data-centric services

'* Buchmann, Johannes A. Internet Privacy Options for Adequate Realisation p.23
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more expensive, therefore reducing the profits of the companies that offer these services. This
rationale is used to explain why some of the tradeoffs of privacy outweigh the benefits that it
provides. Prohibiting personal data from being processed and passed on in its entirety, however,
is an extreme form of Position A.

A response for Position A in this objection is suggesting such business models that
benefit from personalized data collection violate concepts of privacy and freedom. Position A
says that the non-economic value of privacy outweighs the economic value of data collection.
This is for the reason that individuals can compromise another’s privacy unknowingly creating
interdependent privacy failure. Position B would respond to this by saying that even if citizens
had the skills and systems to manage their own data privacy, they would not have time for its
governance. '

IV. POSITION B MODELED

Position B positions from the viewpoint of benefits, efficiency, and effectiveness pointing
to economic consequences and results, whether they be benefits or disadvantages, either for
certain economic players or for the whole economy or the state, thus pushing aside
considerations of the intrinsic (non-economic) value of privacy as an essential aspect of personal
freedom. From this perspective, the freedom to reveal or conceal who you are in various contexts
is not negotiable for the sake of economic benefits, whether they be enhanced income generation
or lower prices for some or for all.'® Most individuals are willing to disclose about themselves
based on consideration of their perceived benefits and perceived costs. Communication privacy

management theory suggests that people believe they have a right to control their private

' Obar, Jonathan A. “Big Data and the Phantom Public: Walter Lippmann and the Fallacy of Data
Privacy Self-Management.”

'® Buchmann, Johannes A. Internet Privacy Options for Adequate Realisation p.23
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information and create rules about who is denied or granted access to that specific information."”

The privacy calculus model suggests that people decide how much they want to disclose about
themselves based on consideration of their perceived benefits and perceived costs. The theory is
based on the assumption that individuals evaluate anticipated benefits and perceived risks in
order to make a rational decision regarding the disclosure of their personal data. These theories
and models are useful in evaluating deciding factors with regard to how much individuals are
willing to disclose their personal life. Typically, when the benefits of sharing one's data outweigh
the costs, people are more inclined to share information. Assessing options of perceived cost and
benefit with new implementations in the policy could also be.

Privacy calculus can be applied to examining the tradeoffs of data collection in exchange
for added features. Researchers have shown that in addition to online data sharing, advantages
and disadvantages are weighed before users provide personal information. User must weigh up
the benefits he or she expects from their consumption and the risks associated with a potential
privacy violation. Figure B below depicts a privacy calculus model for contact tracing apps. The
conceptual model shows how privacy control and trust influence the perceived risks which thus

influence an individual’s intention to use a service.

"7 Buchmann, Johannes A. Internet Privacy Options for Adequate Realisation p.23
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'
Perceived Bonefits |

: Workplace ]

Figure B: Privacy Calculus Model for Contact Tracing Apps'®
As depicted in Figure B, the privacy calculus models suggest that privacy control, trust, and
privacy concerns are factors in understanding an individual’s perceived risk. Perceived benefits
are understood through society, the individuals’ and the workplace. Perceived risks, perceived
benefits (individual, society, workplace), privacy concerns, and social norms all influence the
intention to use.

The privacy calculus model is idealized with the representational ideal of 1-causal. This
idealization is meant to make the theory more computationally tractable by assuming that
individuals’ privacy behaviors are rational. Aiming for completeness and simplification gives a
more complete overview of factors pertaining to support on why the benefits of data collection
outweigh the risks to privacy. The model is idealized to distort towards assumptions that
individuals make fairly rational decisions. Consumers often lack enough information to make
privacy-sensitive decisions and, even with sufficient information, are likely to trade off

long-term privacy for short-term benefits.!” The privacy calculus model aspires to the virtue of

'8 Bonner et al. “The (Lacking) User Adoption of COVID-19 Contact Tracing Apps” p.7
% Obar, Jonathan A. “Big Data and the Phantom Public: Walter Lippmann and the Fallacy of Data

10



Connor Bono - 730326937

“l-causal,” by arguing that the decision to provide personal information and agree to terms and
conditions is caused solely by human rationality. The model represents individuals’ privacy
preferences and choices as being motivated by rational self-interest. Each individual rationally
wishes to make decisions that maximize their utility. They can do so by choosing whether or not
to use the services provided by private companies online. No single individual is forced to use
these services, but collectively with the increasing relevance of the internet, many do and are
unaware of the privacy risks, leading to controversy amongst groups. Human rationality is doing
causal work in this model.

Privacy calculus can be criticized by the argument that decisions of individuals might be
influenced by behavioral biases such as overconfidence. This criticism explains privacy
decisions are usually based on incomplete information, and even if detailed information is
available the ability of an individual’s cognitive processing might be limited resulting in an
imperfect decision. Gerber et al., however, argue that this decision “might therefore seem
irrational to an external observer, but at the same time fairly rational to the decision-maker”.?
Results of numerous studies in different contexts additionally provide strong evidence for the
privacy calculus model explaining privacy-related behavioral intention and actual behavior.

Position B could respond to this criticism by claiming privacy concerns do not
necessarily have a direct influence on the disclosure of personal data. Studies have shown that
individuals showed disclosing behavior and use applications that require sensitive data despite
expressions of privacy concerns. This empirical data points to notions of a privacy paradox
where there is a difference between general attitudes and concrete behavior. Position B supports
ideas that if citizens had the skills and systems to manage their own data privacy, they would still

have little time for its governance. Consumers will want to pursue the benefits of digital

20 Gerber et al.. “4 Social Comparison Theory Meta-Analysis 60+ Years On”. p.6

11
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production without being constrained by the means.*' People desire privacy and security but are
ultimately unable to provide all of the necessary safeguards for protection.

Under Position B, collection of data is inevitable with society achieving higher
organization. This alludes to the notion that as societies reach higher degrees of organization, the
mechanisms of social control will inevitably expand. Thus, in this position, to run efficient
control systems, a considerable amount of information needs to be collected about participants.
In commerce, much of the erosion of individual privacy occurs with the consent of the
individual.

V. CONCLUSION

As firms collect, use, and share personal information, people lose control over their
personal data. As a result of this, some individuals become increasingly concerned with their
online privacy and worry about the possible misuse of their personal information.”> Without a
clear definition of privacy, it will be difficult for individuals to advise lawmakers on how to
protect the general public. Empirical and theoretical research suggests that consumers often lack
enough information to make privacy-sensitive decisions and, even with sufficient information,
are likely to trade off long-term privacy for short-term benefits. With the increasing integration
of technology in a data-driven environment everyday activities will change where the public sees
value and ensure that disagreements in view will multiply in relevance.

The models used for Position A strategically place the issue of interdependent

infringement at the forefront. This position takes the stance that individuals lack the proper

control over the personal information that they should be given. Position B argues implementing

1 Obar, Jonathan A. “Big Data and the Phantom Public: Walter Lippmann and the Fallacy of Data
Privacy Self-Management.”

22 Boerman, Sophie C., et al. “Exploring Motivations for Online Privacy Protection Behavior”

12
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a new policy could introduce new challenges to business and shift the areas where privacy is
violated. As part of its strategy to explain that the economic value of data collection exceeds the
tradeoffs in privacy, Position B frames much of data collection to be voluntary— individuals
cooperate with corporate surveillance because it returns convenience, and promises protection.?
In this view socioeconomic benefits of data-collection to producers and consumers outweigh the
cost of some privacy intrusion. Much of data collection is voluntary with individuals cooperating
with corporate surveillance because it returns them convenience and promises protection®.
While Position A aims for ideals of simplicity and close representation, Position B takes the
approach of highlighting causal factors. Arriving at a conclusion that sufficiently satisfies both
parties is unlikely, though understanding the models used arguments can be helpful in taking a

stance on the position of internet data collection and where individuals stand on the issue.
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